Doc7 Changing your MFA authentication method from Phone Call to Authenticator App
Notification

IMPORTANT TIP: Steps 1-5 must be carried out from a browser on your computer or laptop and not from a mobile

device. You will need your mobile phone from step 6

1. Open your browser and navigate ladtps://mysignins.microsoft.com/securitinfo
2. Enter your RVC email address

® Sign in to your account X

@] © https://login.microsoftonline.com = Guest @) ---

B® Microsoft
Sign in

e123@rvc.ac.uk

Can't access your account?

Sign in with a security key (2)

Q Sign-in options

Termsof use  Privacy & cookies .- -

3. Enteryour RVC credentials and Sign In


https://mysignins.microsoft.com/security-info

p

( \
\\ Guest Q\)

Royal
Veterinary
College

University of London

RVC

Sign in with your organizational account

el23@rvc.ac.uk

Sign in with username@rvc.ac.uk
Authorised Users only.

To reset or change your password, click here.

If vou receive an email askina far nersonal infarmation

4. Approve the MFA request if prompid

m Sign in to your account X

C ) https://login.microsoftonline.com

e123@rvc.ac.uk

Approve sign-in request

Q¥ We're calling your phone. Please answer it to
continue.

\j Don't ask again for 14 days
Having trouble? Sign in another way

More information

Terms of use  Privacy & cookies

5. If this is your trusted device and you intend to use it regularly, you can choose to stay signed in and reduce
the number of times you are asked to sign in. In case it is a shared device, this is not recommended.



®m Sign in to your account X

C @ https://login.microsoftonline.com

RVC

—
o
e123@rvc.ac.uk

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

(] Don't show this again

o

Termsof use  Privacy & cookies

6. On your smart phone, download andstall the Microsoft Authenticatorapp from the Apple App Store or
Google Play Store
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Data Privacy

We gather non-personally identifiable
usage data to help us improve the app.
You can turn this off in settings. Learn
more in the FAQs available under the
Help menu.

https:

Set up passwordless sign-in for
your personal Microsoft account

Sign in with the same account you use to sign into
Outlook, Office, etc

B® SIGN IN WITH MICROSOFT

SCAN QR CODE

mysignins.microsoft.com

My Sign-ins ~

Q Overview

& Security info
= Organisations
L1 Devices

B Privacy

Security info

These are the methods you use to sign in to your account or reset your password.

Default sign-in method: Phone - call +44 077 Change

-+ Add method

% Phone +44 077

Lost device? Sign out everywhere

Protect all your online accounts,
like GitHub, LinkedIn, Dropbox,
and more

The account provider will display a QR code.

ADD NON-MICROSOFT ACCOUNT

Change Delete



https://mysignins.microsoft.com

My Sign-ins v

R Overview Security info
These are the methods you use to sign in to your account or reset your password.

S Security info

Default sign-in method: Phone - call +44 077 Change

B Organisations

£ Devices T Add a method

O Privacy
) Privacy

@

Change Delete

Which method would you like to add?

Lost ¢ Authenticator app v ‘

Ca ncel “

https://mysignins.microsoft.com

My Sign-ins v

R Overview Security info
BL Gra T These are the methods you use to sign in to your account or reset your password.
~p Security info

F= Organisations

Microsoft Authenticator

O Devices

Start by getting the app

O privacy
) Privacy

~
o On your phone, install the Microsoft Authenticator app. Download now
Once you've installed the Microsoft Authenticator app on your device, choose "Next”.
-

Ca ncel m




https://mysignins.microsoft.com

My Sign-ins ~

R Ovenview Security info

These are the methods you use to sign in to your account or reset your password.

A, Security info

B= Organisations

Microsoft Authenticator

Set up your account

m

P If prompted, allow notifications. Then add an account, and select *“Work or school”.

Back ‘ Next |

https://mysignins.microsoft.com

My Sign-ins v

=, Overvie

- Microsoft Authenticator
~p Security info
E=A Organisations Scan the QR COde

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator

L1 Devices app to your account.
O priva Once you've scanned the QR code, choose "Next”.
O Privacy Delete

Can't scan image?

8. Back on your smartphone, launch the Microsoft Authenticator Appaatudyour Work or School (RVC)
account.



Here for work?

Your IT Administrator will provide a QR code for you to
scan

ADD WORK ACCOUNT




9. Using the authenticator app on your smartphgiSean the QR code displayed on the computer andick Next.

https://mysignins.microsoft.com

My Sign-ins

Microsoft Authenticator

7 Securty info
£51 Organisations Scan the QR code
Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
El Devices app to your account.
- Once you've scanned the QR code, choose "Next".
g Privacy Delete

Can't scan image?

2] https://mysignins.microsoft.com
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Security info
These are the methods you use to sign in to your account or reset your password.
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Microsoft Authenticator

Let's try it out
O Privacy \/ ) Delete

Approve the notification we're sending to your app.

Back Next




10. Approve the natification onthe phone

@ Approve sign-in?

Royal Veterinary College
el23@rve.ac.uk

DENY |APPROVE

11. ClickNext.
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R Overview Security info

These are the methods you use to sign in to your account or reset your password.
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12. Change the Default sigrin method.

mysignins.microsoft.com

My Sign-ins ~

Q. Overview

S, Security info
E=1 Organisations
L3 Devices

B Privacy

=N
(]

Security info

These are the methods you use to sign in to your account or reset your password.

Default sign-in method: Phone - call +44 077 [ hange |

~+ Add method

Q&'D Phane +44 077 I Change Celete

©  Microsoft Authenticator Delete

Lost device? Sign out everywhere

mysignins.microsoft.com

My Sign-ins

Security info

These are the methods you use to sign in to your account or reset your password.

Default sign-in method: Phone - call +44 E!?_'Z'uE nge

Change default method

[¢]
e

‘Which methed would you like to use to sign in?
) ‘ Phone - call +44 077 ~ Delete
Phone - call +44 077N

| Microsoft Authenticator — notification I
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https://mysignins.microsoft.com

My Sign-ins v

Security info

These are the methods you use to sign in to your account or reset your password.

Default sign-in method: Phone - call +44 077 Chznge

Change default method

& Privacy ’\% Change

Which method would you like to use to sign in?

5 Microsoft Authenticator — notification ~ ‘
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13. Now, verify that the default sigin method is shown aklicrosoft Authenticator - Notification

https://mysignins.microsoft.com

My Sign-ins

8 Overview Security info

(Qy Security info These are the methods you use to sign in to your account or reset your password.

I Default sign-in method: Microsoft Authenticator — notiﬂcationlf:hange

= Organisations
L Devices -+ Add method
B Privacy % Phone +a4 077 Change Delete

@  Microsoft Authenticator Delete

Lost device? Sign out everywhere

14. Close and Exit



