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1. Introduction
The Outsourcing and Third Party Access Policy sets out the conditions that are required to maintain the
security of the Royal Veterinary College’s information and IT systems when third parties (External
Organisations), other than the College’s own staff or students are involved in their operation. These
generally are when:
•

third parties (for example contractors/engineers/consultants) are involved in the design, development
or operation of information IT systems for the College. There may be many reasons for this to happen,
including writing and installing bespoke software, third party hardware/software maintenance or
operation of systems, to full outsourcing of an IT facility

•

access to the College’s information systems is granted from remote locations where computer and
network facilities may not be under the control of the College.

•

users who are not members of the College are given access to information or IT systems.

This access can involve a risk to the College’s information, which should be assessed before the third party
access is granted. Such access must be subject to appropriate conditions and controls to ensure the risk can
be managed. Other occasions may arise where third parties require access to information systems. This
policy will also apply in these situations.

2. Policy Statements
All third parties who are given access to the College’s information systems, whether suppliers, customers
or otherwise, must agree to follow the College’s Information Security Policy.
The College will assess the risk to its information and, where deemed appropriate because of the
confidentiality, sensitivity or value of the information being disclosed or made accessible, the College will
require external suppliers of services to sign a confidentiality agreement to protect its information assets.
Persons responsible for agreeing maintenance and support contracts will ensure that the contracts being
signed are in accord with the content and spirit of the College’s Information Security Policy and its sub
policies (ITPOL001 to ITPOL006).
All contracts with external suppliers for the supply of services to the College must be monitored and
reviewed to ensure that information security requirements are being satisfied. Contracts must include
appropriated provisions to ensure the continued security of information and systems in the event that a
contract is terminated or transferred to another supplier.
Any facilities management, outsourcing or similar company with which this College may do business must
be able to demonstrate compliance with the College’s Information Security Policy and enter into binding
service level agreements that specify the performance to be delivered and the remedies available in case
of non-compliance.
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